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Executive Summary
Introduction

The purpose of this UK CAM Research Agenda is to advise key UK research ecosystem
stakeholders on priority areas of research needed by UK CAM industry and to ensure the
UK remains internationally competitive in the development of CAM products and services.

Connected and Automated Mobility (CAM) will play a dominant role in our future transport systems.
The safe and reliable operation of Connected and Automated Vehicles (CAVSs) in the Intelligent
Transport System (ITS) and adjacent sectors will be key to public acceptance and realisation of the
economic and societal benefits from CAM development, production, and use.

Historically, the UK has been a leader in transport innovation, built upon high quality fundamental
research. The UK has also led aspects of CAM research. The UK’s CAM industry has identified the
importance of strong research® to support HM government’s plan to “cement the UK’s place as a
science and technology superpower by 2030”4,

However, the UK’s historical leadership position is being lost with e.g., China, USA, Japan, South
Korea and EU all making significantly larger public and private investments into CAM research. The
UK CAM ecosystem is dominated by SMESs, with no large enterprises carrying out inhouse research.
As such, private research investment is limited, with these SMEs regularly seeking close-to-market
revenue activities to survive. Since public research investment is also limited, it is critical that all
research funding is prioritised towards tangible outcomes aligned with industry’s needs.

While there have been significant strides to advance CAM products and services, there remain many
unsolved challenges, which require fundamental research. These unsolved challenges are broad
and complex and therefore require a research strategy to inform effective future CAM research.
Funding for UK CAM research needs to be both sufficient and joined up to avoid critical gaps
developing in this nascent industry, and to support the UK CAM industry to grow successfully.

Priorities have been identified in six thematic areas:
e Enabling Technologies
e Testing, Verification, and Validation
e Transport System Integration
e Societal Aspects and User Needs
e Large-scale Demonstration
e Coordination

Aim and Objectives

This UK CAM Research Agenda outlines the UK CAM industry’s priorities in CAM research to assist
funding choices and to ensure the UK achieves the greatest impact from finite funding resources.
The priorities identified within this UK CAM Research Agenda will support the following objectives:
o Coordinate the UK’s fundamental CAM research to align with the UK CAM industry’s needs
and hence to stimulate applied research,
e Build upon and speed up the UK’s existing areas of strength in CAM research, capture
maximum value from the UK’s fundamental CAM research and engender a continuous
delivery mindset among CAM researchers to support the UK CAM industry,

3 Connected and Automated Mobility: The UK Economic and Market Opportunities, SMMT/Automotive Council
4 Department for Science, Innovation, and Technology, https://www.gov.uk/government/organisations/department-
for-science-innovation-and-technology



e Mitigate critical areas of weakness in UK CAM research,
Identify specific CAM research challenges faced by the UK CAM industry,
Enable UK CAM research to demonstrate leadership on the international stage, attracting
inward investment and talent, and providing UK evidence to help influence and define
international.

Priorities

The UK CAM industry identifies the following priorities for fundamental CAM research actions in
each of the six thematic areas identified. The overall CAM industry ‘jigsaw’ is large and complex,
but the following priorities are realistic to achieve future UK leadership. (Note, relative priorities
cannot be graded since these vary depending on specialisms and funder priorities.)

Theme

Priority

1. Enabling
Technologies

Key enabling technologies for safe, reliable, efficient, user-friendly and commercially viable
deployment of CAVs. These technologies are clustered into Vehicle and Infrastructure
(physical and digital) Enabling Technologies.

Vehicle Technologies:

e Environment perception technologies, including quantum sensing,

e Quality and diverse data generation, annotation, and labelling, to represent edge
cases,

e Al for situational awareness,

e Safe and reliable on-board prediction and decision-making, including quantum
computing,

¢ Human Machine Interaction (HMI) for on-board CAM technology,

e Robust monitoring systems,

e Proactive, preventative, and protective CAV safety,

e Balanced, evidence-based recommendations for certification, deployment, and
operation regulations,

e Product development tools and approaches:

Explainable Al concepts and training for CAM applications,

User-centric CAM development,

Self-learning CAM systems,

Whole lifecycle maintenance, over-the-air (OTA) updates, software define

vehicle (SDV) architectures, and upgrades.

O O O O

Infrastructure Technologies:

e Physical infrastructure compatibility with CAVs and upgrade requirements,

o Definition of challenges in rural routes, with animals, road surface contamination,
limited/no communications infrastructure, narrow roads, oncoming traffic, etc.
Robust, resilient, cybersecure infrastructure/CAV architecture for data sharing,
Edge and cloud-based Al services,

Cyber security threat detection and mitigation in CAM,

Improved performance of CAV-ITS integration.

2. Verification,
and Validation

Verification and validation of CAV driving functions and operation in the intended
Operational Design Domains (ODD).

Frameworks and processes for CAM safety assurance, approval, and certification:
o CAV verification and validation methodologies and tools for:
o Synthetic environments/simulation,
o Controlled environments,
e Databases of scenarios for verification and safety assurance,
e Reference driver model and ADS maturity levels,
e Specific HMI testing and verification.

3. Transport
System
Integration

Integrating CAM to create more user-centred, all-inclusive mobility, while reducing
congestion and improving efficiency.

e CAV-enabling Physical and Digital Infrastructure (PDI)
e Connective and Cooperative system architectures

iv




e Fleet and transport management concepts with CAM
e Organisational implications of ITS solutions
e Other road user interaction (e.g. emergency services) with CAVs

4. Societal User and societal aspects include the understanding of specific needs, impacts (positive as
Aspects and well as negative) and costs to all stakeholders.
User Needs
e Societal/citizen/user needs
e Target-based assessment of CAM benefits and public acceptance
e Socio-economic and environmental CAM impact analysis
o Definition of future CAM-specific roles, knowledge gaps, workforce skills development
and training needs
5. Large-scale Previous UK trials and demonstration projects show that further CAV trialling and CAM

Demonstration evaluation is needed, although not part of fundamental CAM research.

o Definition of all CAV applications, including on-highway and off-highway, e.g.
Connected and Automated Plant (CAP), with most complex ODDs, and details of
associated challenges.

o |dentification of cross-application technology opportunities and cross-sector
opportunities.

e Feedback from large-scale demonstrations to all CAM stakeholders, identifying all
challenges, including non-driving activities.

6. Coordination | Coordination of fundamental CAM research will address the current fragmentation of
research efforts and establish a longer-term vision and CAM research strategy.

e Common evaluation methodology and record of research outcome pathways,

¢ UK-wide knowledge base, expert network, CAM stakeholder forum, and support for
operators,

¢ Frameworks, including for trialling on public roads with passengers.
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1.Introduction
Background

Why CAVs and CAM research?

The UK Transport Vision 2050° provides a glimpse of the future ITS where CAVs may dominate
transport. The lower operating cost and greater operational consistencies of automation should
improve efficiencies and effectiveness of transport, both in the freight and logistics sector and in the
public and private passenger transport sectors, as well as wider specialist transport applications.

Improving public transport may lead to fewer private car journeys, which together with smoother
traffic and potentially fewer accidents should reduce congestion and yield a more predictable
transport system. While these advances could be achieved through importing solutions from abroad,
UK economic growth and high value jobs will only be captured if the UK CAM industry is participating
in, and indeed leading, certain aspects of this transport ‘revolution’. The UK Government's
Connected & Automated Mobility 2025° makes this case clearly.

European CCAM Research Agenda

While a member of the EU, the UK was a key participant in European Commission supported
research. Since leaving the EU, UK participation in European funded projects has continued at a
reduced level. Although the UK has subsequently associated to the Horizon Europe (HE) framework,
regaining the confidence of our European partners is a slow, long-term task. The UK risks being left
behind in CAM research unless domestic and international initiatives are coordinated efficiently.

The HE activities and policy in CAM are shaped by the European Connected, Cooperative &
Automated Mobility (CCAM) Association’. This association has a large variety of member
organisations (more than 200 at the time of writing). The CCAM Association has written a European
CCAM Strategic Research and Innovation Agenda (SRIA)8, which recommends a wide scope of
research and innovation activities to the European Commission for funding under the Horizon
Europe programme. This UK CAM Research Agenda takes account of the European CCAM SRIA
and will elevate the UK’s position in HE.

European National CAM Research Activities

The nations participating in HE also fund national CAM research. HE is not their sole research
programme. Examples include Pegasus® (Germany), VEDECOM domain 2! and Transport routier
automatisé et connecté stratégie et cadre réglementaire!! (France), and RISE*? (Sweden).

5 UK TRANSPORT VISION 2050: investing in the future of mobility, https://www.ukri.org/wp-
content/uploads/2022/01/1UK-110122-UK-Transport-Vision-2050.pdf

6 Connected & Automated Mobility 2025: Realising the benefits of self-driving vehicles in the UK,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1099173/cam-
2025-realising-benefits-self-driving-vehicles.pdf

7 European CCAM Association, https://www.ccam.eu/what-is-ccam/ccam-association/

8 Strategic Research and Innovation Agenda (SRIA), https://www.ccam.eu/our-actions/sria/

° Pegasus project, https://www.pegasusprojekt.de/en/home

10 VEDECOM domain 2, https://www.vedecom.fr/accueil/domaines-de-recherche/

11 Transport routier automatisé et connecté: stratégie et cadre réglementaire, https://www.ecologie.gouv.fr/mobilite-
routiere-automatisee-et-connectee

12 RISE, https://www.ri.se/en/what-we-do/automated-vehicles


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1099173/cam-2025-realising-benefits-self-driving-vehicles.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1099173/cam-2025-realising-benefits-self-driving-vehicles.pdf
https://www.ccam.eu/our-actions/sria/

UK National CAM Research Activities

Most fundamental CAM research in the UK is funded by the research councils, Engineering and
Physical Sciences Research Council (EPSRC) and Economic and Social Research Council (ESRC).
However, Research and Technology Organisations (RTOs) and private companies also undertake
partially funded research. For example, CCAV/Innovate UK have publicly funded UK CAM
innovation, typically in the Technology Readiness Levels (TRLs) 4 to 7 since 2015.

Figure 1 and Figure 2 outline the main organisations and their relationships, indicating the funding
organisations that this UK CAM Research Agenda is expected to advise.
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Figure 2: How public funding for UK CAM research and innovation links through technology readiness levels

This UK CAM Research Agenda proposes alignment with a common approach across the
ecosystem towards funded fundamental CAM research in TRLs 0to 3, which aligns with
international research, but allows UK specialisation in key priority areas.



UK CAM Research Strategy

To ensure ongoing UK CAM industry success, the UK’s fundamental CAM research must:
e Be strategic; identifying and prioritising the CAM areas where fundamental research will
have most impact and payback for the UK CAM industry,
e Be sufficient; continuously funding and coordinating fundamental CAM research priorities
to avoid critical gaps developing or duplication.

This UK CAM Research Agenda recognises the limited resources available from the public
purse so focuses fundamental research into areas of most benefit to the UK CAM industry.

The UK CAM Research Agenda priorities support the following five objectives:

e Link together UK CAM research
To provide a framework for contributing organisations to work within, and to align a common
set of goals to be addressed by informed, complementary fundamental research activities in
areas which the UK CAM industry can exploit through further research and development.

e Build upon UK CAM research strengths
To guide national support to continue to strengthen the several areas of existing UK CAM
research strength, and to prevent the UK from falling behind other countries with access to
larger research funding of more focussed CAM research strategies.

e Mitigate UK CAM research weaknesses
To guide the choice between remaining weak in the areas of existing UK CAM research
weakness or raising their profile and increase research to catch up, particularly if considered
areas of strategic sovereign importance.

e Detail UK-specific CAM research challenges
To highlight unique UK transport features, such as driving on the left, roundabouts, smart
motorways, the UK climate/weather, and local oddities, such as single-track roads etiquette,
“magic” roundabouts, etc., which must be considered for UK-compatible CAV development.

e Provide UK evidence to international standards and legislation definition
To validate UK viewpoints with evidence generated from UK national research programmes,
which can be presented by representative organisations, such as DfT IVS, SMMT, BSI, etc.,
to international standards and legislation working groups, maximising UK influence.

Purpose

CAVs and the component technologies, products, and technical services, which make up CAM, are
being developed in the UK. Their safe and reliable operation will be key to public acceptance and
realisation of the expected benefits from their development, production, and use.

The UK has long been a significant contributor to both transport innovation and transport regulation,
built on a foundation of high-quality fundamental research. However, the CAM landscape and
challenges are complex and vast. While CCAV/Innovate UK have made considerable investment
into applied research, there remain significant unsolved fundamental research challenges.
Investment into this fundamental research is essential for successful development and deployment
of UK CAM technologies. CAM deployment is likely to align with international standards, therefore
international specialisation, international impact, and avoidance of international duplication are also
important in development of UK CAM technologies.



The purpose of this UK CAM Research Agenda is to advise key UK research ecosystem
stakeholders on priority areas of research needed by UK CAM industry and to ensure the
UK remains internationally competitive in the development of CAM products and services.

Structure of this UK CAM Research Agenda

The structure of this UK CAM Research Agenda reflects the European CCAM SRIA with some
consolidation. To avoid wasteful duplication with international activities, the intention is for UK CAM
research to complement international activities in pre-competitive areas and to support the UK’s
CAM industry in direct competition.

The structure consists of six themes, including an underpinning foundation, four ‘pillars’, and a
capstone, illustrated in Figure 3. Coordination is the underpinning foundation. The ‘pillars’ are
Enabling Technologies, Verification and Validation, Transport System Integration, and Social
Aspects & User Needs. Lage-scale Demonstrations, although not part of fundamental CAM
research, are expected therefore research themes advising Large-Scale Demonstrations are the
capstone.

LARGE-SCALE
DEMONSTRATIONS

3 g 3 & 3 g 3 g

ENABLING
TECHNOLOGIES
VERFICATION &
VALIDATION
TRANSPORT SYSTEM
INTEGRATION
SOCIAL ASPECTS /
USER NEEDS

L w

COORDINATION

Figure 3. The six research agenda themes are addressed in detail individually.

This UK CAM Research Agenda is structured modularly so the reader can focus on the theme(s) of
interest. Policy makers may wish to concentrate on background, strategy, and coordination whereas
technologists may wish to concentrate on specific technologies according to their interest.



2.Enabling Technologies
Introduction

This theme addresses key enabling CAV technologies for safe, reliable, efficient, user-friendly and
commercially viable deployment. These technologies are clustered into Vehicle and Infrastructure
(physical and digital) Enabling Technologies.

Figure 4 illustrates the first CAV reference architecture initially outlined by SAE*S.
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Figure 4. SAE J3131 automated driving reference architecture.

Vehicle Enabling Technologies

On-vehicle solutions and systems refer to a wide range of technologies, including:

Automated Driving System (ADS) components,

Passenger assistance and comfort services,

Fleet management system CAYV integration technologies,

CAYV health monitoring, self-maintenance, and Software-Over-The-Air (SOTA) updates.

Particularly exciting and challenging technologies, with significant potential for the UK, include:
e Machine perception technologies that empower CAVs to perceive their environment
accurately and reliably, such that they can make safe decisions, and
¢ Motion planning and control technologies that enable safe, efficient, and comfortable CAV
operation in mixed traffic environments shared with all types of other road users.

The specific research actions relating to Vehicle Technologies sub-theme are the following:

o Environment perception technologies
CAVs rely on precise and reliable perception of their surroundings to make real-time
decisions and navigate safely. This requires advanced sensor systems and perception
technologies. While some of these systems are currently available for partial automation,
there is a need for further research to meet the increased safety requirements, reduced

13 SAE J3131 202203 Definitions for Terms Related to Automated Driving Systems Reference Architecture,
https://www.sae.org/standards/content/j3131_202203/



sensor cost and size requirements, and broader range of applications for full automation.
Quantum sensing technologies and integrated multi-sensor systems are both areas for
research.

o Safe and reliable on-board decision-making technologies
Advanced decision-making capabilities are necessary to manage the wide range of
scenarios within ODDs. CAVs incorporate complex systems-of-systems with advanced
perception, control, and actuation that require significant computational power. Quantum
computation and communications technologies are areas for research.

CAVs need to exhibit robustness and resilience. Threats, failures, and problems, as well as
malicious and unintended interactions, have to be detected in real-time and with appropriate
response actions. Safe and secure monitoring and fallback systems for semiconductors, on-
board computation, software and communications are areas for research.

To fully realise the safety benefits of CAM, on-board decisions must anticipate and mitigate
risks. Adaptations to standards or traffic rules are areas for research.

¢ Human Machine Interaction (HMI) and user-centric development
To increase user acceptance and build trust in automation, CAV design should prioritise
user-relevant, informative HMIs that are intuitive and can support transfer of control to
occupants or off-board controllers if required. It is also crucial to understand and optimise
the experience of passive users, including factors such as inclusiveness, comfort, well-being,
privacy, and security. This user-centric approach to designing CAVs will be key to the
widespread adoption of CAM. These interfaces and user factors are areas for research.

Artificial intelligence (Al) and machine learning (ML) techniques are heavily used in developing
perception systems, thanks to their capabilities in automatically learning complex patterns and
system models from large volumes of data with little human intervention. While Al/ML systems are
promising solutions for some of the most challenging problems in CAM systems, many technical
and non-technical challenges shall need to be addressed before the mass adoption of Al-enabled
systems, particularly in safety-critical applications. For example, despite remarkable progress in
recent years, the overall performance of such systems is inconsistent and inadequate. These black
or grey box systems are hard to analyse, explain, verify and validate, which is essential for certifying
safety-critical products and services. Al explainability and trustworthiness for safety-critical
functions, particularly for regulatory approval and public acceptance are areas for research. Given
the UK's leadership in Al ethics frameworks, this research could position the UK as leader in Al
system certification for transport. Risk pricing and insurance of Al/ML-based systems for mass
adoption will also need this research.

This research should establish specific metrics or frameworks to assess and improve the
explainability and trustworthiness of safety-critical Al systems in CAVs, which will support regulatory
bodies for certification. The further specific research actions relating to Al/ML are the following:
e Explainable concepts and training of Al for CAVs
Explainable, trustworthy Al for CAVs, including clarity on the capabilities and limitations of
Al systems, is needed. Al concepts, techniques, and models need to be developed and
trained for safety critical transport. Sufficient breadth and suitability of training data,
solutions for data documentation (e.g., verifiability of data used for training), robustness
and accuracy need to be incorporated.
e Al for situational awareness
Hybrid Al approaches will support CAV control, combining system and domain knowledge,
learning from data with ML techniques to improve overall CAV performance, including
controlled handovers. Coordinated and comprehensive use of Al for situational awareness
is essential to estimate and predict (i) system state, (ii) state of human occupants and
users, and (iii) environment state, together determining the safety of a situation.



Infrastructure Enabling Technologies

Infrastructure-based solutions focus on physical and digital supporting systems for the safe and
efficient deployment of CAM. These include:

e Traditional infrastructures, such as road layouts, markings, etc.

e Smart and connected road infrastructures,

e Shared mobility and Mobility-as-a-Service (MaaS) systems,

¢ Intelligent edge and cloud services, which may or may not rely on connectivity.

Many CAM services, such as fleet management and MaasS solutions need back-end cloud services
to operate. Infrastructure cooperation, enabled by Vehicle-to-Everything (V2X) technologies, will
enable cooperative autonomy, mitigating some weaknesses in CAVs. For example, the limitations
of on-board sensing and perception technologies can be compensated by information from other
vehicles, infrastructure, or back-end services to support decision-making in complex scenarios. To
this end, this Infrastructure Technologies sub-theme fosters cooperation between stakeholders from
vehicle and infrastructure technology areas and industries.

The specific research actions relating to Infrastructure Technologies sub-theme are the following:

o Physical upgrades
Physical road infrastructures are maintained and upgraded on an ongoing basis at significant
public expense. These upgrades should be informed by the characteristics and specifications
of CAVs, to understand the potential enhancements and upgrades that will make
infrastructure more suitable to blending in CAVs. This is an area for research.

¢ Robust and resilient connectivity
Secure communication and robust and resilient connectivity are key CAV enabling
technologies, which contribute to better CAV performance and overall transport system
integration and performance. Infrastructure connectivity also supports V2X, which could
improve environment perception and onboard decision making if the coverage, bandwidth,
speed, and latency of future generation communications will be appropriate. These are areas
for research.

Investment in resilient connectivity solutions also related to national security and control,
making research into connectivity/data requirements for ITS infrastructure important.

e Cloud services
Digital infrastructure services, such as edge and cloud services, support on-board systems.
The associated data gathering with appropriate architecture supports CAM development and
operation, for safety and services, which will also support the ITS development for CAM.
These are areas for research.

Harmonised data-sharing approaches and architecture are needed for full product development and
verification to implementation. Data privacy and cyber security requirements and regulations must
be considered, with common aims and objectives, frameworks and architectures, and designs
(including normal operation and anomaly detection or incident investigation). Extending perception
off-board through connectivity also requires careful attention to security for trusted digital interaction.
Fragmentation of data-sharing approaches leads to problems, such as data duplication and
inefficiencies, resulting in a lack of coherence.

Cloud-based Al also has significant potential to support CAM. However, this Al must also become
a functional, safe, and affordable technology. Verifying and validating Al behind cloud services is
essential to support CAVs to operate in more complex scenarios. This includes Al-based predictive
systems in ITS decision making.



State of the Art

Vehicle Technologies

Several funded UK projects have focused on enabling and developing technologies for situational
awareness, environment perception, and decision-making. For example, the PATH CAD project in
2015 aimed to combine novel low-THz sensor with advanced video analysis, fusion and cross
learning. The Cogshift'* project in 2015 aimed to achieve a safe engagement and smooth and swift
control-authority shift between a driver and the ADS during automated operation. The CARMA?®®
project in 2016 aimed to design and validate a framework combining autonomy and connectivity and
build a novel platform for cost-effective deployment.

Further projects, such as INTACT, Insight, RoboPilot, Streetwise, Human Drive, MUCCA, ServCity,
and Endeavour, have developed ADS, while projects, such as Driven by Sound, HiPIR, and PISA,
have developed novel ultrasonic, radar, and inertial perception sensors. Redundant “by-wire”
actuators for CAVs were addressed in further projects; AIDCAV, TOAST, SAFE, and AIM-DBW. The
SPACES project in 2021 verified and validated CAV communications and security requirements.

The current on-board Al research primarily focuses on vehicle state. A step needs to be made to
incorporate information and predictions about occupant states and environment states. Little effort
has been given to Al reliability and trustworthiness research. Nevertheless, these will play a key
role, as recommended by the Ethics Guidelines for Trustworthy Al*®.

Digital Infrastructure Technologies

Digital infrastructure has several as yet unproven roles: (i) back end to various ITS technologies, (ii)
real-time off-board data processing, (iii) data acquisition and availability for Al functions, such as
cooperative decision making, and (iv) robust GIS support for managing ODDs.

Data acquisition for Al functions remains at an early stage. Cross-project sharing will be important
with data sharing frameworks and architectures, and with activities in the Verification and Validation
theme, Large-scale Demonstration theme, and Coordination theme, especially connectivity and
cooperative systems. Those activities should align with the Common European Data Spaces?’ and
relevant Data Acts, and can build upon projects within the framework of the Al, Data and Robotics
Partnership*® and, for example, the AI4EU*® project.

A V2X protocol is required, which can build on work from the Pegasus?° project. Without a common
method, V2X will not become widespread.

While cyber security challenges in CAVs remain an evolving problem, several activities have formed
a good basis from which to build, such as CENELEC?! work and ResiCAV?2 project. A contextual
definition including sector-specific security features is needed for CAM, building on the recently

14 TASCC: Driver-Cognition-Oriented Optimal Control Authority Shifting for Adaptive Automated Driving (CogShift)
project, https://gtr.ukri.org/projects?ref=EP%2FN012089%2F 1

15 Cooperative automation through the cloud: The CARMA project,
https://www.researchgate.net/publication/319351012_Cooperative_automation_through_the_cloud_The CARMA p
roject

18 Fthics Guidelines for Trustworthy Al, https://ec.europa.eu/futurium/en/ai-alliance-consultation.1.html

17 Common European Data Spaces, https://digital-strategy.ec.europa.eu/en/policies/data-spaces

18 Al, Data and Robotics Partnership, https://adr-association.eu/

19 AI4EU project, https://www.aideurope.eu/about-aideu

20 pegasus project, https://www.pegasusprojekt.de/en/home

21 CENELEC cybersecurity and data protection project, https://www.cencenelec.eu/areas-of-work/cenelec-
sectors/digital-society-cenelec/cybersecurity-and-data-protection/

22 ResiCAV project, https://cfms.org.uk/projects/resicav/



developed ISO 2143423, The ongoing work in the SECREDAS?* project offers a starting point for
CAM sector-specific research. OTA updates also link with the Verification and Validation theme.

Expected Outcomes and Priorities

Vehicle Technologies

The expected outcomes from this research include:

Determination of appropriate, accurate, robust, reliable, cost-effective sensor-suites
(enabling safe and reliable CAVs in all conditions and environments, with expanded ODDs)
to perform advanced environment recognition/prediction (supported by big data and digital
maps with dynamic real-time information), limiting false or non-detections of threats;
improved data fusion with infrastructure-based sensing and other vehicles; and standardised
mandate for performance requirements.

Capacity for CAVs to determine the appropriate courses of action in open-world contexts
with a wide range of scenarios, respecting traffic rules; ability to perform state prediction to
take timely actions and prevent activation under unsuitable conditions; determination of the
required ADS performance and quality/quantity of data needed to describe complex
scenarios, also considering human behaviour.

Advanced HMI solutions enabling the safe, efficient co-existence and interaction of CAVs in
mixed traffic, including vulnerable road users (VRUS); reliable, seamless interfaces based
on comprehensive knowledge and models of human behaviour/capabilities; monitoring
systems and simulation models to assess/predict occupant status; improved HMI
functionalities for occupants to take control.

Assessment/optimisation of the on-board experience in terms of well-being, security and
privacy, with  improved design, ensuring inclusiveness and preventing
dangerous/uncomfortable situations, training and information campaigns.

The priorities for research investment in this sub-theme are therefore:

Environment perception technologies, including quantum sensing,
Quality and diverse data generation, annotation, and labelling, to represent edge cases,
Al for situational awareness,
Safe and reliable on-board prediction and decision-making, including quantum computing,
Human Machine Interaction (HMI) for on-board CAM technology,
Robust monitoring systems,
Proactive, preventative, and protective CAV safety,
Balanced, evidence-based recommendations for certification, deployment, and operation
regulations,
Product development tools and approaches:
o Explainable Al concepts and training for CAM applications,
o User-centric CAM development,
o Self-learning CAM systems,
o Whole lifecycle maintenance, over-the-air (OTA) updates, software define vehicle
(SDV) architectures, and upgrades.

Digital Infrastructure Technologies

The expected outcomes from this research include:

Understanding of cyber security requirements, including data security and access control,
enabling harmonised approaches and tools for CAM data sharing; improved understanding
of the new, emerging and specific CAM-related cyber security and resilience challenges,
threat detection and mitigation, by use of contextual definition, including CAM-sector specific
security features; inclusion of cyber security and resilience as an integral part of CAM

23 ISO/SAE 21434:2021 Road vehicles — Cybersecurity engineering, https://www.iso.org/standard/70918.html
24 SECREDAS project, https://aeneas-office.org/funding/ecsel-ju/ecsel-projects-overview/secredas/



development processes by OEMs, Tiers, and mobile network service providers, with
common aims and objectives, frameworks/architectures and designs

e Secure data sharing approaches towards CAM on a harmonised larger scale, with a common
approach for data sharing and data storage, allowing for seamless and continuous operation
of concepts, techniques and Al-based models for CAM applications.

e Clear understanding of the capabilities, limitations, and potential conflicts of Al-based CAM
for all stakeholders, including the end users; increased user acceptance and growing societal
benefit based on explainable, trustworthy and human-centric Al; understandable and human-
like interactions with CAVs; accelerated Al development and training for CAM enabled by
relevant real and synthetic scenarios; evolution of Al-based CAM from reactive and/or
adaptive behaviour to predictive state awareness and decision-making.

The priorities for research investment in this sub-theme are therefore:

Physical infrastructure compatibility with CAVs and upgrade requirements,

Definition of challenges in rural routes, with animals, road surface contamination, limited/no
communications infrastructure, narrow roads, oncoming traffic, etc.

Robust, resilient, cybersecure infrastructure/CAV architecture for data sharing,

Edge and cloud-based Al services,

Cyber security threat detection and mitigation in CAM,

Improved performance of CAV-ITS integration.
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3.Verification and Validation
Introduction

The successful implementation of CAM depends on acceptance and adoption by society. There are
several criteria deciding this, of which the value CAM delivers to society, such as commercial
benefits and comfort, will be key. However, assuring the safety of CAM underpins any
implementation. Critically, while CAVs may not suffer from the inattention of human drivers, other
failure modes may emerge. This theme addresses the verification and validation of CAVs in their
intended ODD.

Verification is the evaluation of a system or component(s) against the specified requirements. It
focuses on ensuring the correct design and build according to intended performance under all
expected circumstances, scenarios, and ODDs.

Validation is the evaluation of a vehicle or system against the explicit and implicit requirements. It
focuses on ensuring the vehicle or system meets the needs of the end customer, and that the
specified requirements were appropriate.

Prior investment in CAV test facilities puts the UK in a strong position. Continued investment in
assurance research, as well as future-proof testing tools, methods, processes, and frameworks, is
important.

The research actions relating to the Verification and Validation theme are the following:

e Verification and validation physical and virtual test methodologies
CAVs require extensive development testing and evidence collection for assurance,
involving the use of digital simulations. The virtual and physical test methodologies to assure
safe CAV operations, and understanding where virtual testing can be used, are areas for
research.

e Maturity levels methods
Testing, trials, demonstrations, living labs, sandboxes, and deployments are terminology for
increasing technology and operational maturity. Verification methods for to describe and
determine maturity levels are necessary to support these activities. These maturity levels,
along with further maturity levels during development for simulation, X-in-the-loop, controlled
and semi-controlled test environments, are all areas for research.

State of the Art and Research Actions

No standard methodologies currently exist for verification and validation, and subsequent
certification, of CAVs. Zenzic’s Verification, Validation and Assurance Topic Roadmap?® suggests
one pathway.

Different assessment and homologation methods are proposed. The CAVPASS? programme
mirrors the work of UNECE WP.29 GRVA?’. While the BSI PAS 188x series provides guidance on
good practices for several topics, projects such as L3Pilot, ARCADE, and 5G-Mobix have developed
best practices for test data collection.

25 Verification, Validation, and Assurance Topic Roadmap, https://zenzic.io/insights/roadmap/

26 CAVPASS programme, https://www.gov.uk/guidance/automated-vehicles-act-implementation-programme

27 WP on Automated/Autonomous and Connected Vehicles, https://unece.org/transport/road-transport/working-
party-automatedautonomous-and-connected-vehicles-introduction
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Scenario Approach

ADS verification involves scenario-based methods using virtual testing, physical testing and hybrid
approaches, to reduce the high number of unique test cases needed with more complex ODDs. The
UK is strong in this area. ODDs provide the basis and constraints for scenario selection; however,
verification is based on the safety case, safety requirements, and assertions of expected and
emergent behaviours. The ODD coverage for adequate verification and validation is an area for
research.

Scenario repositories are beginning to be populated. Database structures, scenario descriptions,
and related methodologies are defined through the ASAM OpenScenario? initiative. Scenario
databases will be useful if effective in finding system vulnerabilities and identifying key scenarios.
The mechanisms for ensuring quality, diversity, and relevance of these scenarios are areas for
research.

Beyond collecting scenarios, their intelligent use and qualification in developing safety
arguments is key, including their use for future type approval schemes.

Synthetic Environments and Digital Twins

Advanced modelling and simulation for virtual testing in synthetic environments and representative
digital twins are helpful in development, but some high-fidelity simulations require extensive
computational resources, for example environmental conditions modelling as found in the CAV
SAF?° project. Digital twins also help manage CAM operations.

Further research is required to validate simulation environments to initial guidelines, such as the
ASAM SIM: Guide®, and advance methodologies to validate models and simulated environments,
and their use in safety case evidence.

The DevOps approach to software development, with continuous training of Al/ML systems during
operational lifetime, also requires virtual testing using trustworthy synthetic environments. The data
to parameterise simulation becomes as important as the data to train Al/ML, as well as the tools and
management systems. These are areas for research.

Controlled Environments

The UK is in a strong position with prior investment in CAV test facilities, plus expertise in CAV test
equipment. Cost effective approaches to achieve rapid correlation of models and simulations to
physical testing, and identify performance issues, are areas for research.

Public Environments

The use of living labs and instrumented public road test facilities allows access to more off-board
information. They may include specialised communications infrastructure, CAV monitoring, other
road users and densities, accurate weather monitoring, registered user database for trials, traffic
management control, and ground truth analysis. Refinement and integration of these supporting
systems is an area for research.

28 OpenScenario, https://www.asam.net/standards/detail/openscenario/

29 CAV SAF project, https://www.npl.co.uk/security/assuring-autonomous-systems

30 §/M: Guide - Standardization for highly automated driving,
https://www.asam.net/index.php?elD=dumpFile&t=f&f=4297&token=cbeec18c4770d0ff88e3d3c539c13a32abed630
0
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Living labs can extend to regulatory sandboxes to test CAM solutions with temporary regulatory
exemptions. Specialised regulatory frameworks, along with appropriate safety oversight, are an area
for research. Additionally, approaches to determine affordable insurance are an area for research.

Human Factors (supporting 5. Societal Aspects and User Needs)

CAM validation also needs to take account of human factors. No commonly accepted HMI validation
methods or tools for CAM currently exist, for on-board interactions, off-board interactions, or
benchmark performance. Harmonised HMI design will assist other road users and support familiarity
for shared CAV use.

Control handover or disengagement with or without human monitoring is a recognised issue.
Monitoring validation and handover procedures are areas for research.

Furthermore, a human driving reference model will support ADS verification and determination of
the maturity levels, leading to acceptable behaviour and required safety. Digital versions of the
Highway Code is an area for research, defining ‘legal’ driving behaviour and codifying cultural norms.

Expected Outcomes

Safety Assurance

The expected outcomes from this research include:
¢ Common methodologies and tools (physical, virtual and hybrid) to enable the verification and
validation of CAM in future type approval schemes, taking into consideration maintenance,
updates, and upgrades during the whole CAYV lifecycle.
¢ Databases of relevant scenarios for comprehensive verification and validation.

Synthetic Environments and Simulation

The expected outcomes from this research include:
e Improved and validated simulation tools, synthetic environments, and unbiased synthetic
data for both training and testing Al models to support CAV verification.
e Assurance of testing tools, methods, and processes, including specifications for:
o Environment models’ fidelity,
o Perception sensor models’ fidelity (including age-related degradation, vehicle-to-
vehicle interference, tolerance effects, etc.),
Other road users’ behaviours (including VRUSs, etc.),
Noise and degradation factors (including weather models),
Cloud-based simulation,
Run-time and real-time simulation performance,
Scenario selection and coverage,
Removal/mitigation of unwanted stochasticity in simulation.

O O O O O O

Controlled Environments

The expected outcomes from this research include:

e Sensor data collection and curation to develop and correlate advanced sensor models.

¢ New, cost effective, and verified test equipment, including:
o Robot vehicles and target platforms,
o Impactable targets with suitable characteristics for CAV sensor perception,
o Rapid setup tools for testing scenarios on proving grounds, including

obscuration/reflections for all relevant electromagnetic wavelengths.
e Equipment and techniques to verify behaviour under failure conditions.

13



HMI

The expected outcomes from this research include:
¢ Specific HMI testing, verification, and validation procedures, methods and tools.
¢ Harmonised HMI which allows intuitive and seamless transfer of control,
e Harmonised HMI for interaction with other road users, especially VRUs, emergency services,

etc.,
e ‘Human driving reference model’, validated by real-world tests, to establish expected driving
behaviours.
Priorities

The priorities for research investment in this theme are therefore frameworks and processes for
CAM safety assurance, approval, and certification:
o CAV verification and validation methodologies and tools for:
o Synthetic environments/simulation,
o Controlled environments,
o Databases of scenarios for verification and safety assurance,
o Reference driver model and ADS maturity levels,
e Specific HMI testing and verification.
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4. Transport System Integration
Introduction

Transport system integration is pivotal to create more user-centred, all-inclusive mobility, while
increasing safety, reducing congestion, and contributing to decarbonisation. CAVs interact with their
environment, humans, and other transport means — old and new. This theme covers:
e Provision or sharing of digital information between transport operators and actors or vehicles
to enable CAVs in mixed transport.
¢ Infrastructure-based connectivity and communication integrated with on-board technologies
for environment perception, HMI, and active safety solutions.
Cyber security of connectivity and communication or data sharing.
Feedback on user needs, societal expectations, and further coordination needs.

Interaction with physical and digital infrastructure (PDI), and backend cloud services, requires
planned system integration. To prepare for this integration, research needs to address governance
and architecture issues.

With long investment cycles in transport infrastructure, and public investment limitations, CAM
requirements and impacts on PDI must be known for ODDs.

Seamless mobility requires interoperability, most notably at transport hubs where handovers
between transport operators and service providers take place (e.g., urban/interurban road networks,
cross-border, Mobile Network Operators, etc.). Cross-sector standardised, harmonised messaging
is needed to communicate C-ITS information.

Furthermore, CAVs can be managed in the mobility system. Fleet management and orchestration
is independent from operator in this function. Safe CAV operation also considers remote operation
and monitoring in this theme.

State of the Art

PDI, connectivity and cooperative systems, and extended fleet and transport management for CAM,
can build on important research, standardisation, and regulatory and policy initiatives.

The first generation of C-ITS services (Day 1 services) and their underlying message sets have been
successfully developed, tested, standardised, and piloted at large scale in Europe through the C-
Roads®! platform. Initial concepts for next generation services, beyond sharing information, aim at
for example driving manoeuvre predictions and control transition aspects. 5G mobile communication
also supports this communication, with 5G-Mobix®? project trialling advanced 5G features, such as
new radio, mobile edge computing, and network slicing. Connectivity can also provide additional
information from infrastructure for the on-board sense-plan-act behaviour of CAVs, although this has
not been explored in many applications/ODDs.

Policy and regulations in favour of CAM, integrated transport, and data sharing, are developing with
an EU ITS Directive and Action Plan®3, EU C-ITS and CAM Strategy**, and EU Data Strategy®.

31 C-Roads platform, https://www.c-roads.eu/platform.html

32 5G-Mobix project, https://www.5g-mobix.com/

33 ITS Directive and Action Plan, https://transport.ec.europa.eu/transport-themes/smart-mobility/road/its-directive-
and-action-plan_en

34 Cooperative, connected and automated mobility (CCAM), https://transport.ec.europa.eu/transport-themes/smart-
mobility/cooperative-connected-and-automated-mobility-ccam_en

35 Dagta Strategy, https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-
age/european-data-strategy_en
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Research Actions and Expected Outcomes

PDI

PDI enhancements improve performance of CAM services with extended ODDs, improved safety
and transport efficiency. Harmonisation is key to defining necessary infrastructure for CAM, enabling
broad market uptake. These are areas for research where the expected outcomes include:

¢ A common understanding of requirements, possible standards, and minimum PDI definition
for CAM systems and services.

o Definition of PDI architectures for CAM systems and services and classification of
infrastructure support levels. PDI support concepts developed in cooperation with end users
and manufacturers to extend ODDs.

o Verification and validation of how PDI can support CAM, and the effects on transport
efficiency, safety, and transport management.

Connectivity and Cooperative Systems

Connectivity and communication between CAVs and ‘everything’ enable information exchange,
collective perception, and cooperative CAM. Appropriate connectivity and harmonised
communication are key areas for research where the expected outcomes include:

e |dentification of the connectivity and fallback requirements for CAM, in terms of availability
and critical performance (e.g. coverage, security, data rates, latency, robustness,
redundancy, quality of service, resilience) per application. Feasible concepts for
infrastructure coverage provision.

e Common definitions for trust and interoperability of external data, and common
understanding of spoofing/jamming/hacking/theft cyber attacks in design and insurance.

e Cyber secure components and systems, with fail operational design, and harmonised
methods and protocols for transport management system validation.

ITS, Fleet and Transport Management with CAM

Interoperable ITS involving fleets (commercial/logistics, public and private transport) and individual
vehicles (CAVs or human-driven), with planning, forecasting, and management of individual
movements, are areas for research where the expected outcomes include:

¢ Fleet and transport management concepts with CAM and interoperable interfaces with CAV
to ‘everything’. Cooperation governance models and potential legal aspects and liability of
using third-party ITS. Understanding of ITS reliability and availability and the positive
outcomes if current service standards are surpassed.

e Advanced simulation and digital twins to enable transport management optimisation
strategies according to CAM capabilities and load balancing or priority attributes.

e Harmonised data sharing and storage approaches for seamless, continuous transport
system operation, incorporating data format, common ontology, quality, speed, data
selections, data decisions, taking account of international cross-border interoperability
requirements. Balanced approach between data sharing and privacy.

Priorities

The priorities for research investment in this theme are greater technical maturity and integration
of CAVs, infrastructure, users, and overarching entities towards an integrated, optimised, cyber
secure ITS of CAM:
e CAV-enabling Physical and Digital Infrastructure (PDI)
Connective and Cooperative system architectures
Fleet and transport management concepts with CAM
Organisational implications of ITS solutions
Other road user interaction (e.g. emergency services) with CAVs

16



5.Societal Aspects and User Needs
Introduction

CAM is intended to generate societal benefits, but development, deployment, and regulation must
be based on well-founded understanding of societal and user needs, impacts (positive/negative),
ethics, and costs. These aspects are a prerequisite for trusted, ethical, accepted, appreciated, and
appropriate CAM to serve societal, economic, and environmental needs. This theme covers:

e User needs definition and assessment in demonstrations, real-world trials, living labs, etc.,
to confirm societal expectations; advice on catering to user needs with HMI and user-centric
technologies.

e Societal needs to guide ethical ITS integration; feedback on societal aspects for evaluating
living labs, etc.

Research actions in this theme investigate, in the widest sense, the needs of CAM users, citizens,
and society as they evolve over time. These needs include socio-economic, ethical, and
environmental impacts of CAM, such as safety, accessibility, equity, and the environment.

The direct, indirect, and interdependent benefits and drawbacks for different social groups must be
understood, and methods developed to properly assess and address these, including through
regulation, to secure benefits and the most equitable outcomes. CAM stakeholders need data-driven
evidence and tools to promote and implement CAM solutions at national/regional/local levels.

State of the Art

Prior research on societal aspects and user needs of CAM has identified several areas/issues.

Concerns and Acceptance

There are ongoing issues with trust in displays/HMI and information, and with CAV interactions with
other road users, and with safe handover to human operation since evidence suggests passive CAV
monitoring by a human is not efficient.

The needs of CAV passengers are unclear, with growing public concerns about surveillance,
personal security, data ownership, and privacy protections.

The impact of CAM services on wider traffic, with possible greater traffic intensity and unknown
environmental impact if CAV’s encourage a mode shift away from active travel, is unclear. Similarly,
if CAVs mean fewer human-driven vehicles, society must consider the employment impacts of CAM,
just as automation impacts other industries. While CAM could mean new jobs, it could mean
unemployment for a large sector.

Inclusivity and Equity

CAM offers the prospect of more inclusive and equitable transport, and affordable travel if journey
costs can be reduced, addressing physical accessibility and specific gender and age-related factors,
as well as different digital literacy and cognitive abilities, if appropriately designed. The digital needs
of citizens, where the opportunities for online harm or digital inequality expand in a CAV, aligns with
key principles of the EPSRC Connected Nation®®.

36 EPRSC Connected Nation, https://www.ukri.org/wp-content/uploads/2020/09/EPSRC-250920-DeliveryPlan2019.pdf
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Disabled people take 38% few trips than others®’, with disabled people and those who cannot or
chose not to drive having less mobility opportunities. CAV licence requirements are unclear.

Rural ODDs are patrticularly challenging for CAVs. Lack of rural transport impacts the poorest,
oldest, and disabled members of rural communities. But the impact on CAM from a lack of
connectivity coverage has harmed the priority on rural CAM solutions.

Research Actions and Expected Outcomes

The expected outcomes from this research include:
e Better understanding of societal, citizen, user needs and public acceptance of CAM

O

Guidance on methods and metrics to capture economic, social, and environmental
objectives at national/regional/local levels.

Detailed knowledge of CAM users’ and operators’ expectations and concerns, with
special attention to vulnerable users and under-represented groups (e.g. women,
disabled, elderly, ethnic minorities, low-income backgrounds, Ilow digital
literacy/skills, rural/peri-urban areas), available to CAM design and development.
Decision-making methods for CAM stakeholders (e.g. developers, OEMs, authorities,
municipalities, citizens) based on understanding of short/medium/long-term impacts,
avoiding negative effects, such as discrimination between user groups.

¢ Impact analysis and target-based assessment of CAM

O

O
o

Methods to assess mobility and wider socioeconomic effects of CAM (public health,
land/infrastructure use, energy consumption, air quality, carbon emissions, economic
impact, employment, working conditions, etc.). Detailed understanding of
short/medium/long-term effects and impacts, benefits, and costs of CAM.

Tools to support CAM stakeholders to implement user-centred solutions, effectively
contributing to societal targets and successful uptake of CAM. KPIs definition
incorporating societal targets with user needs.

Recommendations for CAM demonstration (design and evaluation).

Guidance on policy with deeper understanding of regulation and incentives in
fostering beneficial and equitable CAM.

e Better understanding of future transport workforce requirements, CAM-specific roles, CAM
skills, CAM knowledge and education/training

O

O
O

Priorities

Assessment of number/type of jobs through CAM, and employment impact of greater
automation/digitalisation in transport.

Definition of future workforce skills requirements across CAM value chain.
Framework to grow awareness of short/long-term CAM skills and knowledge
demands for range of professions involved with CAM.

The priority for research investment in this theme is deeper understanding of impacts and needs

from CAM:

Societal/citizen/user needs

Target-based assessment of CAM benefits and public acceptance

Socio-economic and environmental CAM impact analysis

Definition of future CAM-specific roles, knowledge gaps, workforce skills development and

training needs

37 Motability Annual Report 2021/22, https://www.motabilityfoundation.org.uk/media/cn5dlpun/motability-annual-
report-and-accounts-2021-2022.pdf
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6.Large-scale Demonstration
Introduction

Previous CAV demonstrations and trials indicate further CAM trailing and evaluation is needed,
although these are not the responsibility of fundamental CAM research.

Previous demonstrations and trials supported the testing/trialling and evaluation of CAVs. The
potential benefits of CAM and ITS integration still need to be proven. Large-scale demonstrations
and trials will support this, so from a fundamental research perspective, this research theme will:

e Support the growth from single CAV tests and trials to multi vehicle large-scale
demonstrations.

e Support planning of large-scale evaluation of the expected outcomes from the Enabling
Technologies, Verification and Validation, Transport System Integration, and Societal
Aspects and User Needs research themes, providing learning, feedback, and lessons
learned (e.g. report persistent limitations) for all CAM stakeholders.

e Support the further growth towards commercialising CAM.

o Benefit from the Coordination research theme, to link up large-scale demonstrations and
trials activities across the UK.

State of the Art

Early CAM service demonstrations in UK have been supported by CCAV and DCMS involving small
numbers of CAVs. These were passenger transit projects including GATEway®*, UK Autodrive®°,
Human Drive®®, T-CABS*', Endeavour*?, MK5G Create*® projects, and freight/logistics projects
including RoboPilot* and V-CAL* projects. These projects overcame relatively simple technical
challenges in carefully defined ODDs. Planning and evaluation of future demonstrations, involving
more complex ODDs, more CAVSs, and greater technical challenges, are areas for research.

Research Actions and Expected Outcomes

ODD Complexity

While commercial operations are some way off, public funding will help subsidise longer-term CAM
demonstrations and trials, to ensure equitable benefits to all and to explore ITS integration. Living
labs with the most complex ODDs should be the primary focus, while earlier opportunities to exploit
CAM in simpler ODDs and cross-sector applications, where CAV technology will be ready earlier
(such as airports, park-and-ride, traffic-free zones, campuses, and manufacturing sites), should be
explored as branches to the primary focus to ensure compatibility.

The most complex ODDs will consider urban, interurban, and rural requirements, for increased
maximum speeds, greater density of other road users, more challenging edge case scenarios and

38 GATEway project, https://www.trl.co.uk/projects/gateway-project

39 UK Autodrive projecthttps://ori.ox.ac.uk/projects/uk-autodrive/

40 Human Drive project, https://humandrive.co.uk/

41 T-CABS project, https://www.gov.uk/government/case-studies/aurrigo-makes-breakthrough-in-driverless-pods-
technology

42 project Endeavour, https://oxa.tech/news-and-insights/project-endeavour-concludes-with-autonomous-vehicle-
passenger-rides-inlondon/

43 MK5G Create projects, https://uktin.net/sites/default/files/2023-
05/Milton%20Keynes%20%28MK5G%20Create%29%20Project%20Final%20Report.pdf

44 RoboPilot project, https://www.bristol.ac.uk/research/groups/trustworthy-systems-
laboratory/research/verification--validation/robopilot/

45 V-CAL project, https://v-cal.co.uk/
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driving manoeuvres, extreme weather, and unavoidable ODD exits. These are areas for research
where the expected outcomes include:

o Definitions for all forms of CAV application, including Connected and Automated Plant (CAP)
with on- and off-highway equipment (construction/mining/agriculture machines) according to
CAP 2035 roadmap?®.

o |dentification of all cross-sector opportunities.

e Detailed understanding of the challenges, including safety, to operate CAVs in the most
complex ODDs, notably rural routes with animals, road surface contamination, limited or no
communications infrastructure, narrow roads and oncoming traffic challenges, etc.

o Design of experiments, to maximise coverage of expected outcomes from Enabling
Technologies, Verification and Validation, Transport System Integration, and Societal
Aspects and User Needs research themes, with potential large-scale demonstrations and
operational/business models across multiple geographic areas.

Learnings and Feedback

Large-scale demonstrations and trials help identify and inform gaps and technology shortcomings,
to be fed back to other research themes, triggering new research, where this research theme’s
expected outcomes include:

¢ Evidence of all impacts for safety, environment, economics, etc.

¢ Evidence of CAM safety.

e Updates to the Code of Practice: Automated Vehicle Trialling*’. UK best practices
comparison with overseas territories.

o Assessment of remote monitoring/operation/safety driver and resolution of field issues,
particularly for potential operating centres, identifying ‘black swan’ events (unexpected
emergent scenarios) and malfunctions.

e Evidence of PDI requirements, in particular remote monitoring/operation/safety driver
connectivity requirements.

¢ Recommendations on CAV regulation, approval, licencing, and authorisation framework.
Regulator learning (e.g. remote monitoring practical issues, cyber security, ODD exit, in-
service monitoring, etc.).

o Effective public engagement, addressing risks, and citizens’ reservations and anxieties.

Priorities

For safety, large-scale demonstration can only reflect the current technical capabilities of CAVs, but
challenging demonstrations will help drive technical development. The priorities for large-scale
demonstrations and trials will be more complex ODDs with more CAVs, but the priority for research
investment is deeper learning:
o Definition of all CAV applications, including on-highway and off-highway, e.g. Connected and
Automated Plant (CAP), with most complex ODDs, and details of associated challenges.
e |dentification of cross-application technology opportunities and cross-sector opportunities.
e Feedback from large-scale demonstrations to all CAM stakeholders, identifying all
challenges, including non-driving activities.

46 Connected and Autonomous Plant to 2035, https://nationalhighways.co.uk/our-work/innovation-and-
research/connected-and-autonomous-plant-to-2035/

47 Code of Practice: Automated Vehicle Trialling, https://www.gov.uk/government/publications/trialling-automated-
vehicle-technologies-in-public/code-of-practice-automated-vehicle-trialling
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7.Coordination
Introduction

CAM research requires coordination to address a currently fragmented landscape with public
research funding from different bodies, and to define a coherent, longer-term vision and strategy. A
strategy will minimise duplication and gaps and support topics across the other research themes.

Coordination will facilitate communications between both funding bodies and researchers, and wider
communication of activities and results to all CAM stakeholders. International activities and
standards development (with some UK involvement/leadership) are likely to prevail so coordination
will signpost UK research to international impact for UK specialisations and avoid duplication.

Coordination will also achieve harmonised approaches, common methodologies, and tools to
exchange best practices and lessons learned. This is needed for the further organisation and
improved effectiveness of Large-scale Demonstrations. A common evaluation methodology and
metrics, including user evaluation and socio-economic impact assessment, will allow systematic
comparison of results. This will also contribute towards CAM commercialisation with metrics for
existing bodies, such as CAM Testbed UK.

State of the Art

Several international activities address harmonisation and coordination, such as UNECE WP.29
GRVA® ASAM*, FAME®°, and ARCADE®! projects, which also began the European Connected
Automated Driving®? knowledge base.

In UK, stakeholder communication and dissemination come through the CCAV/Innovate UK KTN-
organised ‘CAV cohort’ in-person events®:. Further public dissemination tends to bring more
attention to large-scale demonstration projects than fundamental CAM research.

Research Actions and Expected Outcomes

Knowledge Base

A maintained knowledge base, recording the research outcomes from all research themes, will
underpin strategy and coordination, where the research and expected outcomes include:

e Outcomes from all public funded UK CAM activities (from fundamental research to large-
scale demonstrations) collected, retained, organised, and shared. Assessment of UK’s
capability to pull through research outcomes into products and services, identifying the gaps
or barriers impeding those pathways to inform national and regional plans.

e Best practices, including international activities, collected and shared to inform development
of guidelines and further BSI PAS 188x series publications, including a framework for trials
with carrying passengers, to facilitate mutual recognition of procedures across different
authorities’ jurisdictions.

e Support to CAM operators/related organisations (e.g. DVSA) with guidance/shared issues.

e Common descriptions and taxonomy for ODD and scenario assessments/specifications
(including standardised ODD requirements) and documentation templates.

48 WP on Automated/Autonomous and Connected Vehicles, https://unece.org/transport/road-transport/working-
party-automatedautonomous-and-connected-vehicles-introduction

4% Association for Standardization of Automation and Measuring Systems (ASAM), https://www.asam.net/

50 FAME project, https://www.connectedautomateddriving.eu/about/fame/

51 ARCADE project, https://www.connectedautomateddriving.eu/about/arcade/

52 Connected Automated Driving, https://www.connectedautomateddriving.eu/

53 CCAV Cohort Event, e.g. https://web-eur.cvent.com/event/4b12b203-f866-44c9-a57¢c-999f027486fd/summary
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Expert Network

A ‘network of experts’ will build upon existing relationships between commercial stakeholders,
universities, standards bodies, Innovate UK, CCAV, Zenzic, etc., where the research and expected
outcomes include:

Responsibility for the future CAM research vision and strategy (CAM Research Agenda).
Improved coordination between groups advising government and wider CAM stakeholders
on opportunities, priorities, and strategies.

Restructured ‘CAV Cohort’ events for knowledge exchange and expert interest groups
addressing specific areas and advice.

Evaluation and Recommendations

Harmonised evaluation methods will provide evidence for more robust recommendations, where the
research and expected outcomes include:

Common evaluation methodology and metrics/indicators to be applied in selection and
evaluation of demonstrations (under the Large-scale Demonstration theme). This is a high
priority. Comprehensive analysis of all large-scale demonstrations undertaken, comparing
results and meta-analysis over multiple studies to deliver an impact assessment
(demonstrations, trials, living labs, etc.). An agreed strategy and harmonised approaches for
implementing future interoperable large-scale demonstrations.

In-service monitoring data collection specifications, including near miss reporting, data
labelling specifications and common data formats, ensuring ethical/trusted/transparent use
of test data to improve cooperation.

Targeted research recommendations to support definition of regulations and standards.
Identification of further areas for, and inform development of, international and national
standards (e.g. BSI PAS 188x series).

Secondary legislation recommendations outlining supporting activities for an assurance
framework and approval scheme, for government implementation backed up by evidence of
viability from CAM industry stakeholders.

Priorities

The priority for research investment in this theme support the activities of the other research
themes. Everything generated in this theme requires ongoing update to remain relevant:

Common evaluation methodology and record of research outcome pathways,

UK-wide knowledge base, expert network, CAM stakeholder forum, and support for
operators,

Frameworks, including for trialling on public roads with passengers.
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8.Conclusion

CAM advancement is important for the future of ITS. The UK, with its rich history of transport
innovation, stands at a critical juncture. To maintain its competitive edge and support the
government's vision of becoming a science and technology superpower by 2030, it is imperative to
address the current challenges in CAM research.

The UK's CAM industry, predominantly composed of SMEs, faces significant hurdles due to limited
industrial and public research investment. This necessitates a strategic and coordinated approach
to research funding, ensuring that resources are allocated effectively to areas with the highest
potential impact. The identified priority areas (Enabling Technologies, Verification and Validation,
Transport System Integration, Societal Aspects and User Needs, Large-scale Demonstration, and
Coordination) are crucial to address the complex challenges in CAM research.

On behalf of the UK CAM industry, the contributors to this UK CAM Research Agenda identify the
following priorities for fundamental CAM research actions in each of the six thematic areas identified.
By focusing on these priorities, the UK can build upon its existing strengths, mitigate weaknesses,
and align fundamental research with CAM industry needs. This will not only stimulate applied
research but also position the UK as a leader in the global CAM landscape, attracting inward
investment and talent. Ultimately, a well-coordinated research strategy will enable the UK to harness
the economic and societal benefits of CAM, ensuring a sustainable and competitive future in the
evolving transport sector.

The overall CAM industry ‘jigsaw’ is large and complex, but the following priorities are realistic to
achieve future UK leadership. (Note, relative priorities cannot be graded since these vary depending
on specialisms and funder priorities.)

Theme Priority
1. Enabling Key enabling technologies for safe, reliable, efficient, user-friendly and commercially viable
Technologies deployment of CAVs. These technologies are clustered into Vehicle and Infrastructure

(physical and digital) Enabling Technologies.

Vehicle Technologies:

e Environment perception technologies, including quantum sensing,

e Quality and diverse data generation, annotation, and labelling, to represent edge
cases,

e Al for situational awareness,

Safe and reliable on-board prediction and decision-making, including quantum

computing,

Human Machine Interaction (HMI) for on-board CAM technology,

Robust monitoring systems,

Proactive, preventative, and protective CAV safety,

Balanced, evidence-based recommendations for certification, deployment, and

operation regulations,

e Product development tools and approaches:

Explainable Al concepts and training for CAM applications,

User-centric CAM development,

Self-learning CAM systems,

Whole lifecycle maintenance, over-the-air (OTA) updates, software define

vehicle (SDV) architectures, and upgrades.

O O O O

Infrastructure Technologies:

e Physical infrastructure compatibility with CAVs and upgrade requirements,

o Definition of challenges in rural routes, with animals, road surface contamination,
limited/no communications infrastructure, narrow roads, oncoming traffic, etc.
Robust, resilient, cybersecure infrastructure/CAV architecture for data sharing,
Edge and cloud-based Al services,

Cyber security threat detection and mitigation in CAM,

Improved performance of CAV-ITS integration.
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2. Verification,
and Validation

Verification and validation of CAV driving functions and operation in the intended
Operational Design Domains (ODD).

Frameworks and processes for CAM safety assurance, approval, and certification:
e CAV verification and validation methodologies and tools for:
o Synthetic environments/simulation,
o Controlled environments,
e Databases of scenarios for verification and safety assurance,
o Reference driver model and ADS maturity levels,
e Specific HMI testing and verification.

3. Transport

Integrating CAM to create more user-centred, all-inclusive mobility, while reducing

System congestion and improving efficiency.
Integration
e CAV-enabling Physical and Digital Infrastructure (PDI)
e Connective and Cooperative system architectures
e Fleet and transport management concepts with CAM
¢ Organisational implications of ITS solutions
e Other road user interaction (e.g. emergency services) with CAVs
4. Societal User and societal aspects include the understanding of specific needs, impacts (positive as
Aspects and well as negative) and costs to all stakeholders.
User Needs

Societal/citizen/user needs

Target-based assessment of CAM benefits and public acceptance

Socio-economic and environmental CAM impact analysis

Definition of future CAM-specific roles, knowledge gaps, workforce skills development
and training needs

5. Large-scale
Demonstration

Previous UK trials and demonstration projects show that further CAV trialling and CAM
evaluation is needed, although not part of fundamental CAM research.

¢ Definition of all CAV applications, including on-highway and off-highway, e.g.
Connected and Automated Plant (CAP), with most complex ODDs, and details of
associated challenges.

o |dentification of cross-application technology opportunities and cross-sector
opportunities.

e Feedback from large-scale demonstrations to all CAM stakeholders, identifying all
challenges, including non-driving activities.

6. Coordination

Coordination of fundamental CAM research will address the current fragmentation of
research efforts and establish a longer-term vision and CAM research strategy.

e Common evaluation methodology and record of research outcome pathways,

¢ UK-wide knowledge base, expert network, CAM stakeholder forum, and support for
operators,

e Frameworks, including for trialling on public roads with passengers.
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